
 
 

ANA Responsibilitiesresponsibilities: 
 Each ANA is responsible for performing a  number of functions organised into layers as 
depicted on the right side of Error! Reference source not found.Figure 2, below. At the 
bottommost layer, an ANA must transparently intercept data that was not originally intended 
for it. The second layer collects features of interest (for example, HTTP header counts and 
values, inter-packet delays, current TCP state) from the received packets/flows for analysis by 
the subsequent profiling and analysis layers that may help in detecting and characterising an 
attack. The analysis layer itself can consist of multiple analysis plug-ins (for example, a 
clustering-based anomaly detector, Robust Principal Component Analysis ([RPCA) ] anomaly 
detection). The Course of Action (CoA) and actuation layers are responsible for determining 
which defensive manoeuvres to engage and how to parameterise and target them, as well as 
actually executing them. This is often triggered by signals from the analysis layer, but can be 
triggered by time, network conditions, or other factors—particularly in the case of more 
proactive manoeuvres. 
 

Figure 2: ANA Functional functional Areas areas in Context context of the Overlayoverlay 
 
Network Manoeuvre manoeuvre Examplesexamples:  
The manoeuvres executed by the actuation layer are used by ARMED to disrupt reconnaissance 
and attack execution. The remainder of this paper will concentrate on a particular manoeuvre, 
SYN packet dropping, but Table 1, below, lists a few others to provide a broader sense of 
ARMED manoeuvres. 
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